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Abstract 

Background Oral mucosa lesions are the third most prevalent oral pathology, following caries and periodontal 
diseases. Teledentistry offers an effective way to manage patients with these lesions. The accuracy of remote diagno-
ses and consultations relies heavily on the quality of the information and photos sent to remote specialists. This study 
aims to evaluate the usability and reliability of a teledentistry tool for the remote diagnosis of oral lesions.

Methods The cross-sectional study included both usability evaluation and reliability assessment. The teledentistry 
platform, "OralMedTeledent", facilitated synchronous and asynchronous interactions, allowing for patient consulta-
tions, remote follow-ups, and doctor-to-doctor consultations. Usability was evaluated by 5 experts using the Nielsen 
heuristic checklist. Reliability was assessed from August 2022 to September 2023 with 109 patients, using Cohen’s 
kappa coefficient to measure agreement between examiners and the gold standard in diagnosing oral lesions.

Results The findings revealed 66 usability issues, most of which were related to helping users recognize, diagnose, 
and recover from errors, as well as issues with help and documentation. Among these, 11 issues were of minor 
severity. The reliability test, conducted with 109 participants (57.8% female, 42.2% male) showed that the web-based 
teleconsultation system performed significantly well. The system demonstrated significant substantial performance 
(0.81 ≤ κ < 1; P > 0.05).

Conclusion Overall, the web-based teleconsultation system has proven to be reliable for the remote diagnosis 
of oral lesions, making it a valuable alternative during emergencies such as the COVID-19 pandemic. However, several 
usability issues have been identified and need to be addressed.

Keywords Reliability, Remote diagnosis, Teleconsultation, Oral lesion, Teledentistry, Usability

*Correspondence:
Roxana Sharifian
sharifianroxana@gmail.com
1 Department of Health Information Management, Iran University 
of Medical Science, Tehran,, Iran
2 Department of Health Information Management, Shiraz University 
of Medical Sciences, Shiraz, Iran
3 College of Business, Government and Law, Flinders University, Adelaide, 
Bedford Park, SA 5042, Australia
4 School of Dentistry, UQ Oral Health Centre, The University 
of Queensland, Brisbane, QLD 4006, Australia
5 Student Research Committee, School of Dentistry, Shiraz University 
of Medical Sciences, Shiraz, Iran

6 Department of Computer Engineering and Information Technology, 
Shiraz University of Technology, Shiraz, Iran

http://creativecommons.org/licenses/by-nc-nd/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s12903-024-04696-7&domain=pdf


Page 2 of 8Niknam et al. BMC Oral Health         (2024) 24:1094 

Background
Oral mucosa lesions are the third most prevalent oral 
pathology, following caries and periodontal diseases [1]. 
These lesions refer to abnormalities or changes in the 
tissues lining the oral cavity [2, 3]. They can vary in size, 
appearance, and location, and may be caused by infec-
tion, inflammation, trauma, or neoplastic processes [4]. 
The overlapping signs and symptoms of these conditions 
present significant diagnostic challenges, which can only 
be resolved through clinicopathological tests and the 
expertise of an experienced oral medicine specialist [5]. 
Therefore, proper classification, diagnosis, and manage-
ment of oral mucosal lesions are essential for providing 
appropriate care and ensuring positive patient outcomes 
[5, 6].

Teledentistry offers an effective approach to managing 
patients with oral lesions [7]. It involves the use of elec-
tronic health records, digital imaging, photography, and 
information and communications technology to trans-
mit clinical information over the Internet both synchro-
nously and asynchronously [8]. Teledentistry enables 
dental professionals to collaborate by exchanging insights 
and expertise regarding challenging cases, uncertain-
ties, and patient care [9, 10]. This approach allows gen-
eral practitioners to quickly access specialist opinions, 
ensuring optimal patient outcomes [8, 11]. Additionally, 
applying teledentistry in the field of oral medicine field 
has several advantages, including reducing unnecessary 
referrals [12–14], improving the quality of care [14, 15], 
facilitating patient-professional communication [14, 16, 
17], enabling continuous virtual consultations and fol-
low-ups [18–20], and monitoring oral medical emergen-
cies [16, 19].

Telediagnosis and teleconsultation of oral mucosa 
lesions are among the most widely used applications of 
teledentistry in oral medicine. [9]. Several studies have 
highlighted teledentistry tools, including using smart-
phones to photograph oral lesions [21–26]. These photos, 
along with other clinical information, are shared through 
various means such as social media platforms [10, 23, 
27, 28], emails [29], and cloud-based teledentistry plat-
forms [14, 21, 30]. According to some studies, the accu-
racy of remote diagnoses and consultations depends on 
the quality of the information and photos sent to remote 
specialists [14, 31–33]. Therefore, testing the reliability 
of teledentistry tools is crucial, as emphasized in many 
studies [31, 34, 35].

In addition to testing the reliability of teledentistry 
platform, usability is a key consideration in the design 
and evaluation of software, websites, applications, and 
various other products to ensure they meet the needs 
and expectations of their users [36]. Usability refers to 
the extent to which a product, system, or interface can be 

used by a specified set of users to achieve specific goals 
with effectiveness, efficiency, and satisfaction in a par-
ticular context [37]. Assessing usability allows for the 
identification and resolution of difficulties, ensuring that 
telehealth systems are beneficial. Usability assessment 
covers aspects such as ease of learning, retention of task 
performance over time, speed of task performance, a low 
error rate, and subjective user satisfaction [38, 39]. This 
study aims to evaluate the usability and reliability of a 
web-based tele dentistry tool for diagnosing oral lesions 
through a cross-sectional investigation.

Methods
General description of teledentistry platform
The teledentistry platform, "OralMedTeledent," is a 
web-based teleconsultation system specifically designed 
for the remote diagnosis of patients with oral lesions. 
This system supports both synchronous and asynchro-
nous interactions, allowing for consultations between 
patients and oral medicine specialists, remote follow-
ups of patient conditions, doctor-to-doctor consul-
tations, recording and sending photographs of oral 
cavity lesions to remote consultants, and the transmis-
sion of demographic and clinical information for remote 
consultations.

Evaluation method
This cross-sectional study included two phases: usability 
evaluation and reliability assessment. The Overview of 
research method is illustrated in Fig. 1.

Phase one: usability evaluation
In this phase, usability was assessed using the Nielsen 
heuristic checklist, which includes ten principles: 1) vis-
ibility of system status; 2) match between system and the 
real world; 3) user control and freedom; 4) consistency 
and standards; 5) error prevention; 6) recognition rather 
than recall; 7) flexibility and efficiency of use; 8) aesthetic 
and minimalist design; 9) help users recognize, diagnose, 
and recover from errors; and 10) help and documenta-
tion. Heuristic evaluation is a widely used method for 
assessing usability, where 3 to 5 usability experts review 
the user interface based on these established principles 
[40].

A team of five specialists with expertise in heuris-
tic evaluation conducted the usability assessment. The 
team included a PhD in Health Information Manage-
ment, a PhD in  Medical Informatics, a software engi-
neer with experience in various  health information 
systems, an M.Sc. student in Health Information Tech-
nology familiar with health information systems, and 
a professor in the Oral Medicine field. Each evaluator 
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had previous experience with usability evaluation stud-
ies, ensuring their familiarity with heuristic evaluation 
methods.

The evaluators individually reviewed the teleconsul-
tation system’s user interface. They marked ’yes’ for 
usability items that were met and ’no’ for those that 
were not. For items marked "no", they rated the severity 
of the problem on a scale from 0 to 4 using Nielson`s 
scale (Table  1). The collected data were then analyzed 
using descriptive statistics in an Excel sheet.

Fig. 1 The overview of research method

Table 1 Nielsen’s severity rating scale for usability problem

Problem Severity Description

No problem 0 I do not agree that this is a usability problem 
at all

Cosmetic 1 This need not be fixed unless extra time 
is available on the project

Minor 2 Fixing this should be given low priority

Major 3 Important to fix, so should be given high 
priority

Catastrophic 4 Imperative to fix this problem
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Phase two: reliability assessment

Ethical consideration
A cross‐sectional study was conducted from August 
2022 to September 2023 with a convenience sample of 
patients who visited the Oral, Maxillofacial and Den-
tal Diseases Diagnosis Department at Shiraz Faculty of 
Dentistry in Iran. The study protocol was approved by 
the Research Ethics Committee of Shiraz University of 
Medical Science, Iran, under code IR.SUMS.DENTAL.
REC.1401.072.

Before commencing the study, participants were 
thoroughly informed about the study`s objectives and 
conditions to ensure ethical considerations and aware-
ness. They were made aware that participation was 
entirely voluntary and would not affect their treatment 
process. After being fully informed, participants pro-
vided written consent.

Patient confidentiality was strictly maintained 
throughout the study. Only the treatment team had 
access to patient information. To protect patients’ 
privacy, participants were enrolled in the teleden-
tistry platform anonymously, identified only by unique 
codes like ’patient 38’. During oral lesion photogra-
phy, only the oral cavity and lesions were captured to 
avoid including any identifiable features such as the 
face. Images of the forehead or eyes were deliberately 
excluded.

To safeguard patient digital data, security measures 
were implemented, including user access controls, 
authentication procedures with usernames and pass-
words, and the use of secure servers managed by Shiraz 
University of Medical Sciences. Data encryption proto-
cols were applied during both transmission and storage.

Patients did not participate directly in teledentistry 
interventions; only photographs of their oral lesions 
were used to assess the agreement between in-person 
and remote diagnoses.

Sample size and inclusion criteria
The required sample size was estimated to be 97 partic-
ipants based on statistical data from similar studies [21, 
34]. The calculation was performed using the Kappa 
coefficient method with the online Sample Size Calcu-
lator tool (https:// wnari fin. github. io/ ssc_ web. html) [41, 
42]. Details of the sample size calculation method and 
formula are given below. To account for potential drop-
outs or loss to follow-up, a total of 109 samples were 
ultimately collected for the study.

The method of calculating the sample size based on 
the kappa coefficient:

Kappa (2 raters)—estimation2Expected kappa (K): 
0.66
Precision (± expected): 0.15
Proportion of outcome (p): 0.5
Confidence level 100(1-α): 95%
Expected drop-out rate: 10%
Sample size: n = 97
Sample size (with 10% drop-out), n drop = 108

The inclusion criteria for this study required patients 
to have been diagnosed with oral lesions, including white 
and red lesions, ulcerative, vesicular, and bullous lesions, 
oral exophytic lesions, hard tissue lesions, and pigmented 
lesions of the oral mucosa. Patients with conditions unre-
lated to oral lesions, such as orofacial pain disorders, 
were excluded from this study.

Study design
This study comprised four steps:

I. Step 1: Physical examination

Eligible patients were examined by a professor (exam-
iner 1) from the Oral, Maxillofacial, and Dental Diseases 
Department. Each patient was then assigned to a code, 
and their clinical information and final diagnosis were 
documented.

II. Step 2: Photography of oral lesions in patients

After the patient was examined, two residents trained 
in oral cavity photography took pictures of the patient’s 
mouth, focusing on the oral lesions. The photos were 
taken with an iPhone featuring a 10-megapixel camera 
and a display resolution of 720 × 1280 pixels with auto-
focus (Fig. 2). In total, 262 photos were captured by two 
residents, who then reviewed the photographs for clarity 
and to ensure all relevant areas were covered.

III. Step 3: Data Entry into the web-based teleconsul-
tation system

Initially, two residents and two professors were trained 
on how to use the web-based teleconsultation sys-
tem. The residents then submitted patient information, 
including photographs of oral lesions, demographic data, 
and clinical details, as separate teleconsultation requests 
through the application, without including the final diag-
nosis. These requests were sent to two professors in the 
department, who served as examiners (Examiner 1 and 
Examiner 2). The professors had profiles on this web-
based teleconsultation system, which allowed them to 
access and respond to the consultation requests.

IV. Step 4: Compare in-person diagnosis vs. remote 
diagnosis

https://wnarifin.github.io/ssc_web.html
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At least four months after each patient`s initial exami-
nation, their information and lesion photographs were 
independently reviewed by two examiners using a web-
based teleconsultation system. Both examiners analyzed 
the photos and information on their computers, as pro-
vided by the Department of Oral, Maxillofacial, and Den-
tal Diseases for its professors. After reviewing the data, 
the examiners documented a final diagnosis for each 
patient. The level of agreement between the two exam-
iners and between the examiners and the gold standard 
(in-person clinical oral examination) was assessed using 
Cohen’s kappa coefficient. The interpretation of Cohen’s 
kappa coefficient is as follows: Perfect agreement (κ = 1), 
substantial agreement (0.81 ≤ κ < 1), moderate agree-
ment (0.61 ≤ κ < 0.81), fair Agreement (0.41 ≤ κ < 0.61), 
slight agreement (0.21 ≤ κ < 0.41), and poor agreement 
(κ < 0.21). Data analysis was performed using IBM SPSS 
Statistics 22.

Result
Findings of phase 1: usability evaluation
Figure  2 illustrates the number of usability issues and 
their average severity ratings based on Nielsen’s severity 
rating scale.

The results revealed 66 usability problems. Most of 
these issues were associated with helping users recognize, 
diagnose, and recover from errors, as well as to help and 
documentation, with 11 being minor severity issues. The 
average severity scores for the identified heuristic viola-
tions ranged from 0 (indicating a good match between 
the system and the real world) to 3.00 (indicating issues 
with consistency, standards, aesthetics, and minimalist 
design). Scores closer to 0 suggest a more usable system 
(Fig. 3).

Findings of phase 2: reliability assessment
In this study, out of 109 participants, 63 (57.8%) were 
female and 46 (42.2%) were male, with an average age of 
47 ± 19.46 years. Table 2 presents the concordance results 
between the gold standard and Examiner 1 and Exam-
iner 2, as well as the internal agreement between the two 
examiners. The findings, detailed in Table 1, demonstrate 
that the web-based teleconsultation system performed 
substantially (0.81 ≤ κ < 1) with statistical significance 
(P > 0.05).

Discussion
The usability evaluation revealed 66 issues, primar-
ily concerning users` ability to recognize, diagnose, and 
recover from errors, as well as help and documentation. 
Nielsen’s usability evaluation, employed in this study, 
assessed how well the user interface adhered to design 
principles, making it a useful tool for software and infor-
mation system developers [43]. Similar heuristic evalu-
ation methods have been applied in various studies to 
evaluate the usability of telehealth systems. For instance, 
Stein et al. (2016) utilized the heuristic method to evalu-
ate a prototype mobile application for emergency triage 
in teledentistry, revealing usability issues related to sta-
bility and standards [44]. Lilleholt et al. (2015) employed 
Nielsen’s exploratory evaluation method to evaluate a tel-
ehealth system, identifying key issues with system-world 
match, consistency and standards, and aesthetic mini-
malist design [45]. Khashe et  al. (2021) used Nielsen’s 
heuristic evaluation to assess a virtual visit system, not-
ing usability issues related to error prevention, help and 
documentation, visibility of system status, system-world 
match, and user control [46]. While these studies differ in 
focus, they all consistently address usability issues.

Fig. 2 Example of an oral lesion with anterior and lateral views captured using an iPhone 13 Pro Max. Case number 38, final diagnosis: Oral lichen 
planus
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The results highlight the significant performance of the 
web-based teleconsultation system. Key factors contrib-
uting to this performance include the use of the iPhone 
13 Pro Max for capturing oral cavity photos. Improving 
photo quality is crucial for enhancing the accuracy and 
precision of remote diagnosis [14, 31]. This study also 
addressed essential requirements for oral cavity photog-
raphy, such as proper patient positioning [25], adequate 
lighting [21, 25, 47], and using the back camera of a 
smartphone [25].

Examiners using this web-based teleconsultation sys-
tem can access comprehensive and detailed patient 
information, including demographic data, clinical exami-
nations, and laboratory test results. This access improves 
the accuracy of remote diagnoses and increases agree-
ment between on-site and remote diagnoses. Having cor-
rect, accurate, timely and complete information is a key 
facilitator in the effectiveness of teledentistry [9].

The study`s findings aligned with those of Vinay-
agamoorthy et  al. (2019), who also found significant 

agreement between diagnosing oral potentially malig-
nant disorders via the WhatsApp application and 
face-to-face examination [31]. However, the level of 
agreement in our study was higher, which may be 
attributed to the use of different teledentistry platforms 
and variations in study methodologies. Our results are 
also aligned with Estai et  al. (2017) who compared in-
person and teledentistry methods for diagnosing dental 
caries using a Remote-I platform and found high agree-
ment between the two methods [34]. Additionally, our 
findings are in line with those of AlShaya et al. (2020), 
supporting the acceptable reliability of telediagnosis 
of oral lesions through photographs and teledentistry 
platforms [35].

Despite these findings, there are some limitations to 
consider. The study protocol did not include measure-
ment of sensitivity, specificity, positive predictive value, 
and negative predictive value. Consequently, reliability 
was assessed based on the calculation of Cohen’s kappa 
statistic and the agreement between the two evaluators. 
Furthermore, the agreement between face-to-face and 
remote diagnosis was considered binary, with diagno-
ses categorized as either 0 or 1 based on an exact diag-
nostic match. The use of the iPhone 13 Pro Max likely 
improved the quality of oral lesion images, which may 
have positively impacted the reliability of the results.

Fig. 3 The number of usability problems and the average severity scores on Nielsen’s severity rating scale

Table 2 Results of the concordance between face-to-face oral 
examination diagnosis and remote diagnosis

Agreement type Kappa (95% CI) N p-value

Gold standard- examiner1 0.91(0.85–0.96) 109 P < 0.001

Gold standard- examiner2 0.89 (0.83–0.95) 109 P < 0.001

Examiner1- examiner2 0.85(0.78–0.92) 109 P < 0.001
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Conclusion
In summary, the web-based teleconsultation system 
demonstrated substantial performance in remotely 
diagnosing oral lesions, making it a valuable alterna-
tive, especially during emergencies like the COVID-19 
pandemic. When face-to-face visits are not possible 
for timely diagnosis or ongoing treatment, this system 
provides a practical solution. Moreover, it offers the 
convenience of remote follow-up sessions for patients 
residing in rural areas who might have difficulty attend-
ing in-person appointments.

The versatility of the system also facilitates consulta-
tions among oral medicine specialists, physicians, den-
tists, and other healthcare professionals, promoting 
collaborative decision-making and knowledge sharing.

However, it is crucial to recognize that the telecon-
sultation system faces challenges. The identification of 
various usability issues highlights the need to address 
these concerns to optimize the effectiveness and user 
experience of the system. Ongoing refinement and 
improvements in usability are essential for the system`s 
overall success and acceptance in the field of oral 
medicine.
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